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How to hacker-proof your
online banking

iStock.com/BrittaKokemor

Malware -- software produced for malicious purposes, such as
theft of bank account information -- has increased about
fortyfold over the past decade, according to AV-Test Institute,
an information technology security analysis firm.

This intensifies vulnerability for those conducting financial
business on the Internet.

The rise is driven by 3 principal factors:

The increasing number of people capable of writing
software.

The proliferation of computer users.
The growing number of software kits that provide malicious

software components.
A programmer in a developing country may determine he'll
make far more money writing malicious software than by any
other occupation. Even organizations with substantial resources
are not safe, as evidenced by the frequency of breaches in
recent years. Most notable are the November 2014 hack at
Sony, in which much of its internal data was aired publicly, and
the July 2015 hacking of the U.S. Office of Personnel
Management. That breach compromised the privacy of 21.5
million people who had undergone a background check by the
federal government.
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In most of the recent break-ins, human error appears to have
welcomed intruders. Following are some safety tips to enhance
your online banking security.

Download only trusted files
There are 2 main ways for someone to gain access to your
accounts: through your bank's computers or from your
computer. This is almost always done by slipping a piece of
software onto your computer, or to an administrative computer
at a bank, giving the intruder full access. This access software
is usually installed through a link to a malicious file that exists
either on a website or in an email directed to you that appears
to be safe. This software will typically feature remote access,
enabling the criminal to download the files stored on a
computer, as well as a keystroke logger, used to capture any
login credentials typed but not stored. For this reason, you
should never access accounts from a computer you haven't
always controlled.

Downloading untrusted software isn't terribly different from
providing a complete stranger with a key to your house and
hoping he doesn't show up with a moving van.

Install operating system
updates
Updates to the software that runs your computer sent directly
from Microsoft, Apple or the Linux community are offered
regularly and often fix newly found security holes. If a security
update is being provided, it means the problem has been
around long enough to have a solution. That means you're
already at risk and should install the update immediately.

Use password tiers
Hackers count on at least some people using the same
passwords for their social media and online shopping accounts
as they do for their credit card, checking and work accounts.
Sites that don't contain sensitive information are less likely to
spend resources protecting themselves from hacks. Therefore,
they are more likely to be targeted, and passwords taken from
those sites may be used to try to log in to your financial
accounts.

Use separate passwords based on account type -- one for
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social media, one for credit cards, one for online banking
security and one primary password for work. Using a limited
number of passwords provides the additional security feature of
not having to store them in a place where they could be
accessed. Use long complex passwords, to the extent that they
can be remembered, as they can take longer for hacking
software to guess. Also, ensure that the answers to any account
security questions that allow for a password reset can't be
found by researching your profile online.

In addition to avoiding untrusted files, diligently installing
operating system updates and using tiered passwords, inquire
whether your banks' employees have all been trained to do the
same.

Finally, pass along these Internet safety tips on online banking
security to your friends, family and the banks you do business
with so they're not left riding a broken mule into the Wild West.
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The good news: Iran seems to be living up to its end
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Investing legend Jack Bogle: 'Stay the course'
Investors thinking of selling amid the current market turmoil should
resist that urge, Vanguard Group founder Jack Bogle says.CNBC
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First-Time Buyers: How Much Down Payment Do
You Really Need These Days?
"The narrative that in order to buy a house in America today you
need 20 percent down is just not true," says Marietta Rodriguez,U.S.News & World Report
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With stocks tanking so far this
year it's easy to overlook how… 

How to Finally Pay Off Your Debt This Year
The NerdWallet 2015 American Household Credit Card Debt Study,
released last month, found that the average household has $15,355
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Financial Crisis Is Flashing Again
In Canada, one of the first corners of the financial
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Market Selloff
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Russian ruble slides to record low
in Moscow trading
MOSCOW (AP) — The Russian ruble slid to a record
low against the dollar Wednesday under pressure
from the low oil price.Associated Press

Equities whacked by oil tumble; bear
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The MSCI World equity index slumped 3.4 percent to its lowest level
since June 2013. "The damage being done in energy is spreading,"
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Why Jerry Seinfeld Is
Selling His Porsches
Jan 20 -- Bloomberg?s Hannah
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Seinfeld selling his Porsches o…
"Bloomberg Markets.? (CorrectsBloomberg Video

ISIS Terrorists Get a Big Pay Cut
“So on account of the exceptional circumstances
the Islamic State is facing, it has been decided to
reduce the salaries that are paid to all mujahideen
by half, and it is not allowed for anyone to beThe Fiscal Times

Banks Are Worried
Homeowners Will Do
This
Before you pay your mortgage
this month, you should see thi…

IBM’s Crippled Earnings Forecast May Push CEO
Ginni Rometty Out
Another year, another disappointment for IBM. While cloud
computing revenue continues to grow, the balance of the company24/7 Wall St.

How to Profit From the Oil Crash
These seven companies can prosper even in a world of cheap oil.
Kiplinger

Cramer: Your only hope for this
treacherous market
Jim Cramer says there is really only one way to
invest in this income-starved and volatile market and
recommends this group of stocks.CNBCPlay

As Sanders Surges, Dems Finally
Realize They Have a Race on Their
Hands
The Democratic Party appears to be waking up to
the fact that its nomination process isn’t going quiteThe Fiscal Times

The 2016 New Sedan
Models
Everything you have ever
wanted to know about the 201…
new sedan models. All on Yahoo 

Get familiar with the Windows 10
Recovery Drive... before you need it
The worst time to learn your way around the
Recovery Drive is when you're facing a disaster.
This rundown of its tools and options will help youTechRepublic

Morgan Stanley's CEO just uttered
the 3 words every employee dreads
Morgan Stanley just announced fourth-quarterBusiness Insider

Gold Prices Ripe for 'Mega Short Squeeze,' Fund
Manager Says

Refinance.Comparisons.org Sponsored
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Yahoo Search Sponsored

MS $25.00 -4.80%

American Apparel faces bankruptcy court

Wall Street in relentless selloff as oil
prices sink

1 Stupid Reason Why Your Computer
Is Running Slow
Sponsored TurboYourPC
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What Davos is REALLY about

Gross Says Global Selloff Shows Failure
of Central Bank Efforts

Bankers say end of loose monetary
policy era has fuelled volatility

http://finance.yahoo.com/video/why-jerry-seinfeld-selling-porches-174552906.html
http://finance.yahoo.com/news/isis-terrorists-big-pay-cut-194600760.html
https://beap.gemini.yahoo.com/mbclk?bv=1.0.0&es=QQp8fk4GIS.jOA6eTySbSjclL0Tjwv4WkMQ_rEq7RYkjk_P97s8nIWGatWBm91lZ_LObcX0edlcHn26GIyP_OHO_9KmR0cxgKIFSZQBhPAhkPN9jp0XJuT5Je5fNsgfcfaTRQiGJCDlNWwmrawbwZdvyP56d2ziv65V.ukARHpBHrt03OgrdJcA3wJYtpYs8q_H2CI09o80tMAbLTPV9EkxoFW_7TDUxSTH_2cVPReAfQXOSdAPMeFEGQqk9EOSTTaHz1LPj5qhwLqyFOc0FaHK6tjOad70np4JBjav0N4IM8dEgGHsF2ShHXvcD95g6HCTQ7IWaTmA7ZzrzKF_ShB.Rk_L25Mf2auf.us0RDINEWIpdcRs.lYba5bmCKt1_97N9MP30w9GKMPSPgdCgd1C8EvUlmUH1hhFasrere4AO7bC7.feT9Ks9BnE.KIHru_hIBm4BGpt_GWbxw6u96ZAgOEog7EAV3WWKA3WbIuZDSzhyu7V0C9I5n_DFcKxVqfRT4MGz0Qi95PHx6pHCYQXuecwevCEvsP9udoRxgGDreJ_5iZSY5vtE8_16RQccNnsE99YQeheQKFw-%26lp=
http://finance.yahoo.com/news/ibm-crippled-earnings-forecast-may-112901574.html
http://finance.yahoo.com/news/profit-oil-crash-141001028.html
http://finance.yahoo.com/news/cramer-only-hope-treacherous-market-231634525.html
http://finance.yahoo.com/news/sanders-surges-dems-finally-realize-183000767.html
https://beap.gemini.yahoo.com/mbclk?bv=1.0.0&es=05Ma5OwGIS8gMhuHTYd8dpVTlqJ45DUa97Gowp9ZF_z10bBDALTDY4lcsFwSeztkf9zkBA0JQx7VLWnCTMac0eF4UNdpQ9WczzoKJNV6z5CPLYFFAheKjKCcUn5ZI51aO0XtGc.RSwyRnHmjGvpeJArNLrIuVDux0TBhZnE0.3mrLlCA.xjJCxuffIp2TyLRXy28JKHmIpMZH.kuER6t91liYqNHjJMzSUtr1aaWoRiidWe_aWTm_VB5hBZK1MSW1bqzcdUoAghpEHvcK0AcwRB3KJPu2LEIsX1hcgOtciWQG8_mATYW2gBFomnwTmvtzvzLv3Pbs3BsrZpX2BkOVEC5PKyCqzlf11gcYlB1eaYfKcf3biW.oKL51pAILt8FTrgRWEtPsvfzQ5dXBZ04VLaN.ZnSvKoD082BPH3wHUzdk3zeethOFfSr3kqxpHuamDKwwZIPKEm7cXNGqyxDkqbUaXiwTa71mT91ojJFELZNsR5UjZoC8OdgaE4NVhrIgMSDZf.CRWUdf8OphpCXydGRKjDwd4vpimfADeZlW8_HyaTvn4qhJpo4YHgTWn7XJmunqOtJMzeP403H1TFYCw1rePeczd8xV9ULCS6L27SAJ7XMD8HN_g--%26lp=
http://www.techrepublic.com/article/get-familiar-with-the-windows-10-recovery-drive-before-you-need-it/#ftag=YHF87e0214
http://finance.yahoo.com/news/morgan-stanley-ceo-just-uttered-155550004.html
http://blogs.barrons.com/focusonfunds/2016/01/19/gold-prices-ripe-for-mega-short-squeeze-fund-manager-says/?mod=yahoobarrons&ru=yahoo
https://beap.gemini.yahoo.com/mbclk?bv=1.0.0&es=QQp8fk4GIS.jOA6eTySbSjclL0Tjwv4WkMQ_rEq7RYkjk_P97s8nIWGatWBm91lZ_LObcX0edlcHn26GIyP_OHO_9KmR0cxgKIFSZQBhPAhkPN9jp0XJuT5Je5fNsgfcfaTRQiGJCDlNWwmrawbwZdvyP56d2ziv65V.ukARHpBHrt03OgrdJcA3wJYtpYs8q_H2CI09o80tMAbLTPV9EkxoFW_7TDUxSTH_2cVPReAfQXOSdAPMeFEGQqk9EOSTTaHz1LPj5qhwLqyFOc0FaHK6tjOad70np4JBjav0N4IM8dEgGHsF2ShHXvcD95g6HCTQ7IWaTmA7ZzrzKF_ShB.Rk_L25Mf2auf.us0RDINEWIpdcRs.lYba5bmCKt1_97N9MP30w9GKMPSPgdCgd1C8EvUlmUH1hhFasrere4AO7bC7.feT9Ks9BnE.KIHru_hIBm4BGpt_GWbxw6u96ZAgOEog7EAV3WWKA3WbIuZDSzhyu7V0C9I5n_DFcKxVqfRT4MGz0Qi95PHx6pHCYQXuecwevCEvsP9udoRxgGDreJ_5iZSY5vtE8_16RQccNnsE99YQeheQKFw-%26lp=
http://help.yahoo.com/kb/index?page=content&y=PROD_FRONT&locale=en_US&id=SLN14553
https://info.yahoo.com/privacy/us/yahoo/relevantads.html
http://finance.yahoo.com/q?s=CVX
https://beap.gemini.yahoo.com/mbclk?bv=1.0.0&es=05Ma5OwGIS8gMhuHTYd8dpVTlqJ45DUa97Gowp9ZF_z10bBDALTDY4lcsFwSeztkf9zkBA0JQx7VLWnCTMac0eF4UNdpQ9WczzoKJNV6z5CPLYFFAheKjKCcUn5ZI51aO0XtGc.RSwyRnHmjGvpeJArNLrIuVDux0TBhZnE0.3mrLlCA.xjJCxuffIp2TyLRXy28JKHmIpMZH.kuER6t91liYqNHjJMzSUtr1aaWoRiidWe_aWTm_VB5hBZK1MSW1bqzcdUoAghpEHvcK0AcwRB3KJPu2LEIsX1hcgOtciWQG8_mATYW2gBFomnwTmvtzvzLv3Pbs3BsrZpX2BkOVEC5PKyCqzlf11gcYlB1eaYfKcf3biW.oKL51pAILt8FTrgRWEtPsvfzQ5dXBZ04VLaN.ZnSvKoD082BPH3wHUzdk3zeethOFfSr3kqxpHuamDKwwZIPKEm7cXNGqyxDkqbUaXiwTa71mT91ojJFELZNsR5UjZoC8OdgaE4NVhrIgMSDZf.CRWUdf8OphpCXydGRKjDwd4vpimfADeZlW8_HyaTvn4qhJpo4YHgTWn7XJmunqOtJMzeP403H1TFYCw1rePeczd8xV9ULCS6L27SAJ7XMD8HN_g--%26lp=
http://help.yahoo.com/kb/index?page=content&y=PROD_FRONT&locale=en_US&id=SLN14553
https://info.yahoo.com/privacy/us/yahoo/relevantads.html
http://finance.yahoo.com/q?s=MS
http://finance.yahoo.com/news/american-apparel-faces-tussle-control-120001063.html
http://finance.yahoo.com/news/american-apparel-faces-tussle-control-120001063.html
http://finance.yahoo.com/news/wall-street-sinks-oil-hits-153009249.html
http://finance.yahoo.com/news/wall-street-sinks-oil-hits-153009249.html
https://beap.gemini.yahoo.com/mbclk?bv=1.0.0&es=zxMc1i8GIS_.8_PDPxdNZqSjlOtGdiB0og1THJbJVOH8gLJDo983B6UHOf8PNY_Gz8n2jpwh0hLIYNkKRkpEEyfNsposnyWYri19o11EPHS0X1.bPIQVNSukMz7sHck492R9aHqkANu69toS318bwN82vuYt._BMTuZ139Iw1c5TV.eHnbed0.4gh9U5XC1XpvDEMt5HpS5mi.TsbAR6tl4pGdmx0kFk2aG1sNXOfoqehFyizTiUkLyVGgB5z7mDsNpK9gstD3HnVcIZKO_qFMbhtyCpWoCApkIbk_TduiKq39WGTwXkzfbPTloo8oidy7kTKRKt3PUFpXlnBw9IMLdGZTFL3vhEMObhd_0j.4KbI_Tz9ZrPIyjcac6kLp1fzsY7AZPYnkU3Xg.viRRkowXfkAlfuCQkEwU2ivPg5BwWq5jh.2NMUvNZoUnqA2yx_XQ5OwV8ejEL6TWsDoCSUyQmj6rEMDH8cp4kkVfhkvInLAdv%26lp=
https://beap.gemini.yahoo.com/mbclk?bv=1.0.0&es=zxMc1i8GIS_.8_PDPxdNZqSjlOtGdiB0og1THJbJVOH8gLJDo983B6UHOf8PNY_Gz8n2jpwh0hLIYNkKRkpEEyfNsposnyWYri19o11EPHS0X1.bPIQVNSukMz7sHck492R9aHqkANu69toS318bwN82vuYt._BMTuZ139Iw1c5TV.eHnbed0.4gh9U5XC1XpvDEMt5HpS5mi.TsbAR6tl4pGdmx0kFk2aG1sNXOfoqehFyizTiUkLyVGgB5z7mDsNpK9gstD3HnVcIZKO_qFMbhtyCpWoCApkIbk_TduiKq39WGTwXkzfbPTloo8oidy7kTKRKt3PUFpXlnBw9IMLdGZTFL3vhEMObhd_0j.4KbI_Tz9ZrPIyjcac6kLp1fzsY7AZPYnkU3Xg.viRRkowXfkAlfuCQkEwU2ivPg5BwWq5jh.2NMUvNZoUnqA2yx_XQ5OwV8ejEL6TWsDoCSUyQmj6rEMDH8cp4kkVfhkvInLAdv%26lp=
https://help.yahoo.com/kb/SLN22774.html?impressions=true
https://beap.gemini.yahoo.com/mbclk?bv=1.0.0&es=zxMc1i8GIS_.8_PDPxdNZqSjlOtGdiB0og1THJbJVOH8gLJDo983B6UHOf8PNY_Gz8n2jpwh0hLIYNkKRkpEEyfNsposnyWYri19o11EPHS0X1.bPIQVNSukMz7sHck492R9aHqkANu69toS318bwN82vuYt._BMTuZ139Iw1c5TV.eHnbed0.4gh9U5XC1XpvDEMt5HpS5mi.TsbAR6tl4pGdmx0kFk2aG1sNXOfoqehFyizTiUkLyVGgB5z7mDsNpK9gstD3HnVcIZKO_qFMbhtyCpWoCApkIbk_TduiKq39WGTwXkzfbPTloo8oidy7kTKRKt3PUFpXlnBw9IMLdGZTFL3vhEMObhd_0j.4KbI_Tz9ZrPIyjcac6kLp1fzsY7AZPYnkU3Xg.viRRkowXfkAlfuCQkEwU2ivPg5BwWq5jh.2NMUvNZoUnqA2yx_XQ5OwV8ejEL6TWsDoCSUyQmj6rEMDH8cp4kkVfhkvInLAdv%26lp=
https://info.yahoo.com/privacy/us/yahoo/relevantads.html
http://finance.yahoo.com/news/what-davos-is-really-about-182631908.html
http://finance.yahoo.com/news/what-davos-is-really-about-182631908.html
http://finance.yahoo.com/news/gross-says-global-selloff-shows-175450184.html
http://finance.yahoo.com/news/gross-says-global-selloff-shows-175450184.html
http://finance.yahoo.com/news/bankers-end-loose-monetary-policy-165631078.html
http://finance.yahoo.com/news/bankers-end-loose-monetary-policy-165631078.html


Defensive buying has launched gold prices and exchange-traded
funds to a strong starts in 2016. Gold futures and the SPDR GoldBarrons.com

Load more stories

policy era has fuelled volatility

What's the formula for good credit?
Sponsored freecreditreport.com



CEO confidence slides: PwC Survey

No end in sight for IBM decline as shares
near six-year low

Bank information obtained from market surveys by <a
href=http://www.bankrate.com>Bankrate.com</a>, based on non-

promotional bank rates using published sources.<br>Copyright © 2016
Bankrate.com. All rights reserved. <i> Search for <a

href="http://finance.yahoo.com/rates/query">mortgage, home equity,
savings, auto and credit card rates</a></i>.

Data Disclaimer

Help / Suggestions Privacy About Our Ads Terms

http://finance.yahoo.com/news/bankers-end-loose-monetary-policy-165631078.html
https://beap.gemini.yahoo.com/mbclk?bv=1.0.0&es=BuOAo3kGIS_5us11b81LFxnl9tM97OyQTAv6uCXNXdVVJ2gnqT.7uL6LkynmO_PejsOHA_aJUjqSz076FiBvcbCjV4v3aiaPHbLoB82WRhRUIsCQAkpOcOLRvDPgFSdDavcmcMquPlHZlYe0E8JubKXwOzu7BOg_P3PCcMcTCZlPRjmPIXJgj00H47jN0YbGCyw_bALzYrWoJI7GejMFKuS6itc8_4v8_ZZJmwDxI5v4ohBr5YvKTYoPtYY6DZwb269fbnpmI47A7UrQYamLQ3HyAZHNzm.CaKS5V3cYYXtQXuOArcFQfvcxSREg_yrnkejKdSzoQECJSXit8DsP1vGFVioPdrCjHeGzrm8cCoXQYfat4PjaWmORUu99gMH9pyOFJlNtB2XqHiSs_DDkw483uVhszGu2f3Lp.mDnU4G0GN2FsBTDs1jkH5TkhgeJvkzdGtexQIiV%26lp=
https://beap.gemini.yahoo.com/mbclk?bv=1.0.0&es=BuOAo3kGIS_5us11b81LFxnl9tM97OyQTAv6uCXNXdVVJ2gnqT.7uL6LkynmO_PejsOHA_aJUjqSz076FiBvcbCjV4v3aiaPHbLoB82WRhRUIsCQAkpOcOLRvDPgFSdDavcmcMquPlHZlYe0E8JubKXwOzu7BOg_P3PCcMcTCZlPRjmPIXJgj00H47jN0YbGCyw_bALzYrWoJI7GejMFKuS6itc8_4v8_ZZJmwDxI5v4ohBr5YvKTYoPtYY6DZwb269fbnpmI47A7UrQYamLQ3HyAZHNzm.CaKS5V3cYYXtQXuOArcFQfvcxSREg_yrnkejKdSzoQECJSXit8DsP1vGFVioPdrCjHeGzrm8cCoXQYfat4PjaWmORUu99gMH9pyOFJlNtB2XqHiSs_DDkw483uVhszGu2f3Lp.mDnU4G0GN2FsBTDs1jkH5TkhgeJvkzdGtexQIiV%26lp=
https://help.yahoo.com/kb/SLN22774.html?impressions=true
https://beap.gemini.yahoo.com/mbclk?bv=1.0.0&es=BuOAo3kGIS_5us11b81LFxnl9tM97OyQTAv6uCXNXdVVJ2gnqT.7uL6LkynmO_PejsOHA_aJUjqSz076FiBvcbCjV4v3aiaPHbLoB82WRhRUIsCQAkpOcOLRvDPgFSdDavcmcMquPlHZlYe0E8JubKXwOzu7BOg_P3PCcMcTCZlPRjmPIXJgj00H47jN0YbGCyw_bALzYrWoJI7GejMFKuS6itc8_4v8_ZZJmwDxI5v4ohBr5YvKTYoPtYY6DZwb269fbnpmI47A7UrQYamLQ3HyAZHNzm.CaKS5V3cYYXtQXuOArcFQfvcxSREg_yrnkejKdSzoQECJSXit8DsP1vGFVioPdrCjHeGzrm8cCoXQYfat4PjaWmORUu99gMH9pyOFJlNtB2XqHiSs_DDkw483uVhszGu2f3Lp.mDnU4G0GN2FsBTDs1jkH5TkhgeJvkzdGtexQIiV%26lp=
https://info.yahoo.com/privacy/us/yahoo/relevantads.html
http://finance.yahoo.com/news/ceo-confidence-slides-154837881.html
http://finance.yahoo.com/news/ceo-confidence-slides-154837881.html
http://finance.yahoo.com/news/no-end-in-sight-for-ibm-decline-as-shares-near-six-year-low-141729837.html
http://finance.yahoo.com/news/no-end-in-sight-for-ibm-decline-as-shares-near-six-year-low-141729837.html
http://help.yahoo.com/kb/index?page=content&y=PROD_FIN&locale=en-US&id=SLN2310&pir=Zm7qO7BibUkC.4dK5GxJ95B3DCru2iA5odBNM0pj
http://help.yahoo.com//l/us/yahoo/finance/
http://yahoo.uservoice.com/forums/207809
http://info.yahoo.com/privacy/us/yahoo/
http://info.yahoo.com/relevantads/
http://info.yahoo.com/legal/us/yahoo/utos/utos-173.html
http://info.yahoo.com/privacy/us/yahoo/relevantads.html

